warning "Atualizacdo de backend (outubro de 2026)" A inferéncia do GitHub Models foi
descontinuada em 30 de julho de 2026. As referéncias abaixo sdo mantidas apenas como
contexto histérico enquanto este lab é migrado. Use o Lab 013 ? Backends de LLM gratuitos
para configurar o Foundry Local ou o Ollama antes de continuar.

Lab 037: CI/CD para Agentes de IA com GitHub Actions

Nivel: L300 Trilha: Pro Code Tempo: ~45 min ? Custo: GitHub Free ? Nivel gratuito do GitHub
Actions (2000 min/més)

O que Vocé Vai Aprender

Por que agentes de IA precisam de pipelines de CI/CD (eles sao diferentes de software
convencional) Testes de regressdo automatizados de prompts ? detecte quando uma mudanca no
prompt quebra o comportamento Avaliacdo LLM-as-judge no Cl ? use um modelo para avaliar as
saidas Padrdes de deploy seguro: modo shadow, releases canario Um workflow completo de
GitHub Actions para um agente de IA

Introducao

Publicar atualiza¢cbes de agentes é arriscado. Uma pequena mudanga no prompt pode
silenciosamente quebrar o comportamento do agente. Diferente do software tradicional, ndo
h& compilador ou verificador de tipos ? 0 "bug" € uma mudanca sutil na qualidade do
raciocinio.

CI/CD para agentes de |IA precisa de:

1. Testes de regressao para comportamentos esperados 2. Portdes de qualidade (avaliacdes
automatizadas) antes do merge 3. Estratégias de deploy seguro que limitam o raio de impacto
Pré-requisitos

Conta no GitHub (gratuita) GITHUB_TOKEN (Personal Access Token ou segredo do Actions)
Projeto Python com um agente simples (vamos criar um)

? Arquivos de Suporte

note "Baixe estes arquivos antes de iniciar o lab" Salve todos os arquivos em uma pasta
lab-037/ no seu diretério de trabalho.

Arquivo | Descricdo | Download | ai-agent-ci.yml | Template de workflow CI/CD | ? Download |
Exercicio do Lab

Passo 1: Crie um mddulo de agente testavel

[diagram or code sample]

agent.py ? um agente simples de atendimento ao cliente:

[diagram or code sample]

Passo 2: Testes comportamentais (rapidos, deterministicos)

Estes testes verificam comportamentos binarios ? coisas que devem sempre ser verdadeiras.
tests/test_behaviors.py:

[diagram or code sample]

Passo 3: Casos de teste golden (JSON)

evals/test_cases.json:

[diagram or code sample]

Passo 4: Avaliagédo LLM-as-judge

tests/test_evals.py:

[diagram or code sample]

Passo 5: Workflow do GitHub Actions

.github/workflows/agent-ci.yml:

[diagram or code sample]

Resumo da Estratégia de ClI

Tipo de teste | Executa em | Velocidade | Custo | Comportamental (pytest) | Todo PR |



Répido (~10s) | Sem chamadas LLM | Casos golden | Todo PR | Médio (~30s) | Minimo (saida
estruturada) | LLM-as-judge | Apenas branch main | Lento (~2min) | ~10 chamadas LLM |
Deploy | Main, testes passam | ? | ? |

tip "Versionamento de prompts” Armazene seus prompts em arquivos versionados
(prompts/system.txt), ndo codificados diretamente no Python. Isso torna os diffs

significativos e permite rollback.

? Verificagcdo de Conhecimento

guestion "Q1 (Execute o Lab): Abra lab-037/ai-agent-ci.yml. Quantos jobs estdo definidos no
workflow?"

Abra o arquivo e conte 0 nimero de entradas job-name: sob a chave jobs:.

??? success "? Revelar Resposta” 7 jobs

O workflow define: unit-tests, integration-tests, security-scan, agent-evaluation,

docker-build, deploy-staging e deploy-production. Cada job tem uma responsabilidade

distinta no pipeline de deploy do agente.

question "Q2 (Execute o Lab): Qual job no ? ai-agent-ci.yml NAO executa em pull requests ?
apenas em pushes para a branch main?"

Observe a condicao if: em cada job, ou o trigger no nivel do workflow versus condi¢des por
job.

??? success "? Revelar Resposta" integration-tests

Testes de integracdo chamam APIs externas reais (GitHub Models, etc.) e podem falhar devido
a limites de taxa ou custo se executados em todo PR. O job integration-tests tem if:
github.event_name == 'push’ && github.ref == 'refs/heads/main' ? ele s6 executa em pushes
para main, ndo em todo pull request. Testes unitarios executam em todos o0s eventos.

question "Q3 (Mdltipla Escolha): O job deploy-production no workflow requer aprovagao
manual. Qual recurso do GitHub Actions possibilita isso?"

- A) Um flag manual-approval: true na definicdo do job - B) Um bloco environment:
referenciando um ambiente protegido com revisores obrigatérios configurados - C) Um passo
wait-for-approval usando a API do GitHub - D) Definir runs-on: manual em vez de runs-on:
ubuntu-latest

??? success "? Revelar Resposta” Correta: B ? Um Ambiente protegido do GitHub com revisores
obrigatérios

O job deploy-production especifica environment: production. Nas configuracdes do

repositério GitHub, vocé configura o ambiente production para exigir 1+ revisores

especificos antes que o job execute. Quando o workflow atinge este job, o GitHub envia uma
notificagcao aos revisores, pausa o workflow e aguarda. Somente apds a aprovacao o deploy
prossegue. Este é o padréo do GitHub Actions para deploys em produgédo com humano no loop.
Proximos Passos

Avalie em escala com Azure Al: ? Lab 035 ? Avaliacdo de Agentes com Azure Al Eval SDK Faca
deploy do seu agente no Azure Container Apps: ? Lab 028 ? Deploy MCP no Azure Container Apps
Kit de apoio

O build do site gera downloads estaveis em PDF e ZIP. O ZIP contém o guia do lab e todos os
arquivos de apoio declarados para este lab.

Baixar PDF gerado Baixar ZIP gerado

Supporting file: ai-agent-ci.yml

Al Agent CI/CD Pipeline Lab 037: CI/CD for Al Agents (GitHub Actions) This workflow
demonstrates a complete CI/CD pipeline for Al agents: 1. Unit tests (mock LLM responses) 2.
Integration tests (real GitHub Models API) 3. Agent evaluation (groundedness, coherence,



safety) 4. Security scan (prompt injection patterns) 5. Deploy to staging then production
Required secrets (Settings ? Secrets ? Actions): GITHUB_TOKEN - auto-provided by GitHub

Actions AZURE_CREDENTIALS - Service principal JSON for Azure deployment AZURE_OPENAI_KEY -

For production evaluation (L300+)

name: Al Agent CI/CD

on: push: branches: [main] paths: - 'src/' - 'tests/' - 'eval/' pull_request: branches:
[main] paths: - 'src/' - 'tests/'

env: PYTHON_VERSION: "3.11" AGENT_SERVICE_NAME: "outdoorgear-agent" STAGING_URL.:

"https://outdoorgear-agent-staging.azurecontainerapps.io”

# #JOB 1: Lint
+ Unit Tests (no API calls, always free) #

unit-tests:

name: "? Unit Tests" runs-on: ubuntu-latest

steps: - uses: actions/checkout@v4

- name: Set up Python ${{ env.PYTHON_VERSION }} uses: actions/setup-python@v5 with:
python-version: ${{ env.PYTHON_VERSION }} cache: "pip"

- name: Install dependencies run: | pip install -r requirements.txt pip install pytest
pytest-cov pytest-asyncio ruff mypy

- name: Lint with ruff run: ruff check src/ tests/

- name: Type check with mypy run: mypy src/ --ignore-missing-imports

- hame: Run unit tests (mocked LLM) run: | pytest tests/unit/ \ -v \ --cov=src \
--cov-report=xml \ --cov-report=term-missing \ -m "not integration"

- name: Upload coverage report uses: codecov/codecov-action@v4 with: file: coverage.xml
fail_ci_if_error: false

# # JOB 2:

Integration Tests (real API calls ? uses GitHub Models free tier) #

integration-tests: name: "? Integration Tests" runs-on: ubuntu-latest needs: unit-tests #
Only run on main branch pushes, not on every PR to save API quota if: github.event_name ==
'push’ && github.ref == 'refs/heads/main'

steps: - uses: actions/checkout@v4

- name: Set up Python ${{ env.PYTHON_VERSION }} uses: actions/setup-python@v5 with:
python-version: ${{ env.PYTHON_VERSION }} cache: "pip"

- name: Install dependencies run: pip install -r requirements.txt pytest pytest-asyncio

- name: Run integration tests env: GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }} #
Auto-provided ? no extra secret needed! LLM_BASE_URL:
"https://models.inference.ai.azure.com" LLM_MODEL: "gpt-40-mini" run: | pytest
tests/integration/ \ -v \ -m "integration™" \ --timeout=60

# # JOB 3:

Security Scan (prompt injection patterns) #

security-scan:

name: "? Security Scan" runs-on: ubuntu-latest needs: unit-tests

steps: - uses: actions/checkout@v4

- name: Set up Python ${{ env.PYTHON_VERSION }} uses: actions/setup-python@v5 with:
python-version: ${{ env.PYTHON_VERSION }} cache: "pip"

- hame: Install security tools run: | pip install bandit safety garak

JOBS
jobs:



- hame: Bandit security scan (Python code) run: bandit -r src/ -f json -0
bandit-report.json || true

- name: Check for known vulnerable dependencies run: safety check --json >
safety-report.json || true

- hame: Scan system prompt for injection vulnerabilities run: | python
tests/security/scan_prompts.py \ --prompt-files src/prompts/ \ --output
security-prompt-scan.json

- name: Upload security reports uses: actions/upload-artifact@v4 if: always() with: name:
security-reports path: | bandit-report.json safety-report.json security-prompt-scan.json
# # JOB 4:

Agent Evaluation (requires Azure ? skip if no credentials) #

agent-evaluation: name: "? Agent Evaluation" runs-on: ubuntu-latest needs:

integration-tests if: | github.event_name == 'push’ && github.ref == 'refs/heads/main’ &&

secrets. AZURE_OPENAI_KEY ="

steps: - uses: actions/checkout@v4

- name: Set up Python ${{ env.PYTHON_VERSION }} uses: actions/setup-python@v5 with:
python-version: ${{ env.PYTHON_VERSION }} cache: "pip"

- name: Install evaluation dependencies run: pip install azure-ai-evaluation promptflow

- name: Run agent evaluation suite env: AZURE_OPENAI_KEY: ${{ secrets. AZURE_OPENAI_KEY }}
AZURE_OPENAI_ENDPOINT: ${{ vars. AZURE_OPENAI_ENDPOINT }} EVAL_MODEL: "gpt-40" run: | python
eval/run_evaluation.py \ --dataset eval/eval_dataset.jsonl \ --output-dir eval-results/ \

--metrics groundedness,coherence,relevance,safety \ --fail-threshold 0.8 # Fail if any

metric drops below 80%

- name: Parse evaluation results id: eval_results run: | python eval/parse_results.py
eval-results/summary.json >> $GITHUB_STEP_SUMMARY

- name: Upload evaluation results uses: actions/upload-artifact@v4 if: always() with: name:

eval-results path: eval-results/

- name: Comment evaluation summary on PR if: github.event_name == 'pull_request' uses:
actions/github-script@v7 with: script: | const fs = require('fs'); const summary =
fs.readFileSync('eval-results/summary.json’, 'utf8'); const data = JSON.parse(summary);

const body = ## ? Agent Evaluation Results\n\n + | Metric | Score | Threshold | Status |\n

+ | | | | [\n + Object.entries(data.metrics).map(([k, v]) =>

| ${k} | ${v.score.toFixed(2)} | 0.80 | ${v.score >= 0.8 ? '?' : '?'} | ).join('\n");
github.rest.issues.createComment({ issue_number: context.issue.number, owner:

context.repo.owner, repo: context.repo.repo, body });

# # JOB 5:

Build Docker image #
---- build: name: "? Build Image" runs-on: ubuntu-latest needs: [unit-tests, security-scan]
if: github.event_name == 'push’ && github.ref == 'refs/heads/main' outputs: image_tag: ${{
steps.meta.outputs.tags }} image_digest: ${{ steps.build.outputs.digest }}

steps: - uses: actions/checkout@v4

- name: Set up Docker Buildx uses: docker/setup-buildx-action@v3

- hame: Log in to GitHub Container Registry uses: docker/login-action@v3 with: registry:
ghcr.io username: ${{ github.actor }} password: ${{ secrets.GITHUB_TOKEN }}

- name: Extract metadata id: meta uses: docker/metadata-action@v5 with: images: ghcr.io/${{
github.repository }}/${{ env.AGENT_SERVICE_NAME }} tags: | type=sha,prefix=sha-
type=raw,value=latest,enable={{is_default_branch}}




- name: Build and push Docker image id: build uses: docker/build-push-action@v5 with:
context: . push: true tags: ${{ steps.meta.outputs.tags }} labels: ${{
steps.meta.outputs.labels }} cache-from: type=gha cache-to: type=gha,mode=max

# # JOB 6:

Deploy to Staging #
--- deploy-staging: name: "? Deploy to Staging" runs-on: ubuntu-latest needs: build

environment: name: staging url: ${{ env.STAGING_URL }}

steps: - name: Azure Login uses: azure/login@v2 with: creds: ${{ secrets. AZURE_CREDENTIALS
1

- name: Deploy to Azure Container Apps (Staging) uses:

azure/container-apps-deploy-action@v1 with: appSourcePath: ${{ github.workspace }} acrName:
outdoorgearacr containerAppName: ${{ env.AGENT_SERVICE_NAME }}-staging resourceGroup:
rg-outdoorgear-staging imageToDeploy: ghcr.io/${{ github.repository }}/${{
env.AGENT_SERVICE_NAME }}:sha-${{ github.sha }}

- name: Smoke test staging run: | sleep 30 # Wait for deployment curl -f "${{

env.STAGING_URL }}/health” || exit 1 echo "? Staging deployment healthy"

# #JOB 7:

Deploy to Production (manual approval required) #

deploy-production: name: "? Deploy to Production” runs-on: ubuntu-latest needs:
[deploy-staging, agent-evaluation] if: | always() && needs.deploy-staging.result ==

'success' && (needs.agent-evaluation.result == 'success' || needs.agent-evaluation.result

== 'skipped') environment: name: production url:
"https://outdoorgear-agent.azurecontainerapps.io”

steps: - name: Azure Login uses: azure/login@v2 with: creds: ${{ secrets. AZURE_CREDENTIALS
b

- name: Deploy to Azure Container Apps (Production) uses:
azure/container-apps-deploy-action@v1 with: appSourcePath: ${{ github.workspace }} acrName:
outdoorgearacr containerAppName: ${{ env.AGENT_SERVICE_NAME }} resourceGroup:
rg-outdoorgear-prod imageToDeploy: ghcr.io/${{ github.repository }}/${{
env.AGENT_SERVICE_NAME }}:sha-${{ github.sha }}

- name: Production health check run: | sleep 30 curl -f
"https://outdoorgear-agent.azurecontainerapps.io/health” || exit 1 echo "? Production
deployment successful”

- name: Create GitHub deployment status uses: actions/github-script@v7 with: script: |
github.rest.repos.createDeploymentStatus({ owner: context.repo.owner, repo:

context.repo.repo, deployment_id: context.payload.deployment?.id, state: 'success’,

description: 'Deployed to production’, environment_url:
'https://outdoorgear-agent.azurecontainerapps.io' });



