warning "Backend update (October 2026)" GitHub Models inference was retired on July 30,
2026. Any references below are retained only for historical context while this lab is
migrated. Use Lab 013 ? Free LLM backends to configure Foundry Local or Ollama before
continuing.

Lab 046: Microsoft Agent 365 ? Enterprise Agent Governance

Level: L300 Path: ?? Pro Code Time: ~75 min ? Cost: Paid ? Microsoft 365 Copilot license +
Azure subscription + Frontier program

What You'll Learn

What Microsoft Agent 365 is and how it differs from agent *frameworks* How Agent 365 gives
every Al agent its own Entra Agent Identity How to install and configure the Agent 365 CLI
How to create an Agent Blueprint (the enterprise governance template) How to add
observability (OpenTelemetry) to an existing Python agent using the Agent 365 SDK How to
publish an agent to the Microsoft 365 Admin Center How to create an agent instance that
appears in the org chart in Teams

Introduction

Most Al agent frameworks focus on *building* agents ? how they reason, call tools, and
remember context. Microsoft Agent 365 solves a different problem: how do enterprises
govern, secure, and manage agents at scale?

Think of Agent 365 as the *control plane* for Al agents in your Microsoft 365 tenant:

Agent 365 Control Plane

An agent enhanced with Agent 365 gets:

Capability | What it means | Entra Agent ID | Its own identity in Azure AD ? like a user
account, but for an agent | Blueprint | IT-approved template defining capabilities, MCP
permissions, and governance policies | Notifications | Can receive and respond to @mentions
in Teams, emails, Word comments | Governed MCP Tools | Access to Mail, Calendar, Teams,
SharePoint under admin control | Observability | Full OpenTelemetry traces of every tool
call and LLM inference |

warning "Preview program required" Microsoft Agent 365 is in Frontier preview. You need to
join the Microsoft Copilot Frontier Program and have at least one Microsoft 365 Copilot
license in your tenant.

Architecture: Agent 365 Layers

Agent 365 Layered Architecture

Agent 365 SDK sits *above* your agent framework. It does not replace it ? it wraps and
enhances it.

Prerequisites

[ 1 Microsoft 365 Copilot license (at least 1 in your tenant) [ ] Frontier program access ?
enroll here [ ] Azure subscription ? resource creation rights [ ] Entra ID permissions ?

Global Admin, Agent ID Administrator, or Agent ID Developer role [ ] .NET 8.0 or later ?

for the Agent 365 CLI [ ] Python 3.11+ and pip [ ] GitHub Models token (free) ? for the
OutdoorGear agent we'll enhance

tip "No Frontier access? Follow along anyway" If you don't have Frontier access yet, you
can still follow Steps 1?4 locally with mock tooling. The starter file includes a mock

mode. Steps 5?7 require a real tenant.

tip "Quick Start with GitHub Codespaces" Open in GitHub Codespaces

All dependencies are pre-installed in the devcontainer.

? Supporting Files

note "Download these files before starting the lab" Save all files to a lab-046/ folder in

your working directory.



File | Description | Download | a365.config.sample.json | Configuration / data file | ?
Download | broken_observability.py | Bug-fix exercise (3 bugs + self-tests) | ? Download |
outdoorgear_a365_starter.py | Starter script with TODOs | ? Download |

Step 1: Install the Agent 365 CLI

The Agent 365 CLI (a365) is the command-line backbone for the entire agent development
lifecycle.

[diagram or code sample]

Expected output: [diagram or code sample]

note "Always use --prerelease” Until Agent 365 is GA, always include --prerelease in
install/update commands. Without it, the package won't be found in NuGet feeds.

Step 2: Register a Custom Client App in Entra ID

The CLI needs its own Entra app registration to authenticate against your tenant.

In Azure Portal ? Entra ID ? App registrations:

1. Click New registration 2. Name: Agent365-CLI-App 3. Supported account types: Accounts in
this organizational directory only 4. Click Register 5. Copy the Application (client) ID ?
you'll need it in Step 3 6. Go to APl Permissions ? Add a permission ? Microsoft Graph 7.
Add these Application permissions: - AgentLifecycle.ReadWrite.All -
Application.ReadWrite.All 8. Click Grant admin consent

[diagram or code sample]

Step 3: Initialize Agent 365 Configuration

[diagram or code sample]

The CLI will prompt for: Tenant ID Azure subscription ID Resource group name The client app
ID from Step 2 Your agent's messaging endpoint URL

This creates an a365.config.json file in your project directory:

[diagram or code sample]

tip "Use the sample config" The lab includes lab-046/a365.config.sample.json as a
reference. Copy it, fill in your values, rename to a365.config.json.

Step 4: Add Agent 365 SDK to Your Python Agent

Install the Agent 365 SDK packages:

[diagram or code sample]

4a. Add Observability (OpenTelemetry)

The SDK instruments your agent automatically for the OpenAl Agents SDK:

[diagram or code sample]

4b. Add Governed MCP Tooling

Connect to Microsoft 365 MCP servers (Mail, Calendar, Teams) under admin control:
[diagram or code sample]

4c. Add Notifications (Teams / Outlook)

Make your agent respond to @mentions and emails:

[diagram or code sample]

Step 5: Create the Agent Blueprint

The blueprint is the IT-approved enterprise template for your agent. Create it with one CLI
command:

[diagram or code sample]

This command: 1. Creates an Azure Entra Agent ID (service principal for your agent) 2.
Registers the agent's MCP tool permissions as defined in a365.config.json 3. Creates the
Agent Blueprint in Azure 4. Outputs a blueprintld you'll need for publishing

[diagram or code sample]

Step 6: Deploy Agent Code to Azure



If you don't have an existing Azure deployment:

[diagram or code sample]

Your agent must be reachable at the messaging endpoint URL you set in a365.config.json.
Step 7: Publish to Microsoft 365 Admin Center

[diagram or code sample]

After publishing:

1. Go to Microsoft 365 Admin Center ? Agents 2. Find OutdoorGearAgent in the registry 3.
Click Create instance to instantiate the agent for your organization 4. The agent gets: -

Its own entry in your org chart - An email address (outdoorgear-agent@yourorg.com) -
Ability to be @mentioned in Teams - Visibility in the Agent Map (who uses it, what data it
accesses)

info "Agent shows in Teams within minutes" After creating an instance, your agent appears
in Teams search. Users can @mention it in chats and channels. It also appears in Outlook
contacts.

? Bug-Fix Exercise: Fix the Broken Observability Setup

The lab includes a broken observability configuration. Find and fix 3 bugs!

[diagram or code sample]

Setup: [diagram or code sample]

The 3 bugs:

# | Component | Symptom | Type | 1 | A3650bservabilityProvider | TypeError: missing
required argument 'service_name' | Missing required parameter | 2 |
OpenAlAgentinstrumentation | Traces show service_name: unknown instead of OutdoorGearAgent
| Provider not passed to instrumentation | 3 | Exporter endpoint | ConnectionRefusedError:
localhost:4317 | Wrong endpoint ? should use HTTPS collector |

Verify your fixes: After fixing all 3 bugs, run: [diagram or code sample]

? Knowledge Check

guestion "Q1 (Multiple Choice): An agent built with LangChain wants to use Microsoft Agent
365. What does Agent 365 provide that LangChain does NOT?"

- A) The ability to call external APIs and tools - B) Multi-step reasoning and planning -

C) Entra-backed identity, governed MCP tools, observability, and enterprise
governance/compliance - D) A better LLM model for reasoning

??? success "? Reveal Answer" Correct: C

Agent 365 is NOT an agent framework ? it doesn't help you build reasoning logic. LangChain
already handles tool calling, multi-step reasoning, and planning. What Agent 365 adds is
the enterprise layer: a unique Entra identity for the agent, IT-approved governed MCP
access to M365 workloads, OpenTelemetry observability, blueprint-based governance, and the
ability for IT admins to see, monitor, and control the agent from the M365 Admin Center.
guestion "Q2 (Multiple Choice): What is an Agent Blueprint in Microsoft Agent 365?"

- A) A Bicep/ARM template for deploying Azure resources - B) An IT-approved, pre-configured
template defining an agent's capabilities, MCP permissions, governance policies, and
compliance constraints - C) A Python class that all Agent 365 agents must inherit from - D)
A diagram of the agent's tool call flow

??? success "? Reveal Answer" Correct: B

A blueprint comes from Microsoft Entra and is the *enterprise template* from which
compliant agent instances are created. It defines what the agent can do (capabilities),

what M365 data it can access (MCP permissions), how it's governed (DLP policies, external
access restrictions, logging rules), and lifecycle metadata. Every agent instance created
from the blueprint inherits all these rules ? ensuring no "shadow agents" with uncontrolled



access.
guestion "Q3 (Run the Lab): Open lab-046/outdoorgear_a365_starter.py. How many TODO
comments are in the file?"

Open the starter file and count the # TODO markers.

??? success "? Reveal Answer" 5 TODOs

The starter file has 5 integration points for you to complete: 1. TODO 1: Initialize
A3650bservabilityProvider with service name and version 2. TODO 2: Apply
OpenAlAgentinstrumentation to auto-instrument traces 3. TODO 3: Implement on_teams_mention
handler 4. TODO 4: Connect to governed MCP tooling servers 5. TODO 5: Register the agent's
Entra Agent ID

guestion "Q4 (Multiple Choice): A user @mentions your OutdoorGear Agent in a Teams channel.
Which Agent 365 SDK component receives and routes this notification to your agent code?"

- A) A3650bservabilityProvider - B) A365ToolingClient - C) A365NatificationHandler - D)
OpenAlMcpRegistrationService

??? success "? Reveal Answer" Correct: C ? A365NotificationHandler

The A365NotificationHandler receives events from Microsoft 365 applications ? Teams
@mentions, incoming emails to the agent's mailbox, Word comment notifications, and more.

You subclass it and override methods like on_teams_mention() and on_email_received(). The
A3650bservabilityProvider handles telemetry, A365ToolingClient manages MCP tool access, and
OpenAlMcpRegistrationService registers MCP servers with the OpenAl Agents SDK.

Summary

Concept | Key takeaway | Agent 365 ? agent framework | It adds *enterprise capabilities* on

top of your existing agent ? doesn't replace SK, LangChain, etc. | Entra Agent ID | Every

agent gets its own identity ? like a user account but for an agent | Blueprint |

IT-approved template; all instances inherit its governance rules | Observability |

OpenTelemetry auto-instrumentation ? every tool call and LLM inference is traced | Governed
MCP | M365 tools (Mail, Calendar, Teams, SharePoint) accessible under IT control |
Notifications | Agents can be @mentioned in Teams, receive emails, respond to Word comments
| Frontier required | Still in preview ? needs M365 Copilot license + Frontier program

enrollment |

Next Steps

Build the underlying agent first: ? Lab 016 ? OpenAl Agents SDK Add MCP tools to your

agent: ? Lab 020 ? MCP Server in Python Observability deep dive: ? Lab 033 ? Agent
Observability with App Insights Enterprise RAG pipeline: ? Lab 042 ? Enterprise RAG with
Evaluations *(coming soon)*

Phase 3 modernization

warning "Verified 2026-10-27" Use Entra Agent ID and Agent 365 GA concepts at the identity
and governance boundary. Separate agent identity, user delegation, workload permissions,
inventory, policy, and audit.

[diagram or code sample]

Microsoft Entra Agent ID GA Microsoft Agent 365 GA

Supporting kit

The site build generates stable PDF and ZIP downloads. The ZIP contains the lab guide and
every supporting file declared for this lab.

Download generated PDF Download generated ZIP

Supporting file: a365.config.sample.json
{"_comment": "Copy this file to a365.config.json and fill in your values.", "tenantld":



"YOUR_ENTRA_TENANT_ID", "subscriptionld": "YOUR_AZURE_SUBSCRIPTION_ID", "resourceGroup":
"rg-outdoorgear-agent"”, "clientAppld": "YOUR_CLI_CLIENT_APP_ID", "agentMessagingEndpoint":

"https://outdoorgear-agent.azurewebsites.net/api/messages"”, "agentBlueprintName":
"OutdoorGearAgent”, "agentDisplayName": "OutdoorGear Assistant”, "agentDescription™: "Al
agent that helps employees find outdoor gear products, check inventory, and process
orders.", "mcpPermissions": [ "mail.read", "calendar.readwrite", "teams.message.send" ],
"observability": { "enabled": true, "exporterEndpoint":

"https:/lyour-otel-collector.endpoint/vl/traces", "serviceName": "OutdoorGearAgent",
"serviceVersion": "1.0.0" } }

Supporting file: broken_observability.py
""" Broken Observability Setup ? Bug-Fix Exercise

Lab 046: Microsoft Agent 365 ? Enterprise
Agent Governance

This file has 3 intentional bugs in the Agent 365 observability setup. Find and fix them

all, then run the self-test at the bottom.

Run with: python lab-046/broken_observability.py ™"

lab you'd import from microsoft.agents.a365.*

class A3650bservabilityProvider: ""'Simulated Agent 365 observability provider.
def __init__ (self, service_name: str, service_version: str, exporter_endpoint: str): if not
service_name: raise ValueError("service_name is required and cannot be empty") if not
exporter_endpoint.startswith("https://"): raise ConnectionRefusedError( f'Invalid exporter
endpoint: {exporter_endpoint}'. " f"Must start with https:// (got: {exporter_endpoint})")
self.service_name = service_name self.service_version = service_version
self.exporter_endpoint = exporter_endpoint self. _initialized = True

@property def is_initialized(self): return self._initialized

class OpenAlAgentinstrumentation: ""Simulated OpenAl Agents SDK instrumentation for Agent
365.""

def __init__(self, provider: A3650bservabilityProvider): if not isinstance(provider,
A3650bservabilityProvider): raise TypeError( f'provider must be an

A3650bservabilityProvider instance, " f'got {type(provider).__name__}") if not
provider.is_initialized: raise RuntimeError("ObservabilityProvider must be initialized

before instrumenting™) self._provider = provider self._instrumented = False

def instrument(self): self._instrumented = True

@property def service_name(self): return self._provider.service_name if self._instrumented

else "unknown"

@property def is_active(self): return self._instrumented

developer wrote this setup code with 3 mistakes. The bugs are marked with comments but NOT
all in obvious places. Read carefully!

def setup_observability(): "™ Initialize Agent 365 observability for the OutdoorGear Agent.

BUG HUNT: - Bug #1: A3650bservabilityProvider is initialized incorrectly ? missing a

required argument - Bug #2: OpenAlAgentinstrumentation is not receiving the provider it

needs - Bug #3: The exporter endpoint is wrong ? it uses localhost instead of HTTPS "

# BUG #1 is here ? look carefully at the arguments observability =

A3650bservabilityProvider( service_version="1.0.0",
exporter_endpoint="https://my-otel-collector.azure.com/v1/traces" # Missing:



service_name="OutdoorGearAgent" )

# BUG #2 is here ? the instrumentation is not connected to the provider instrumentation =
OpenAlAgentinstrumentation(provider=None) # should be: provider=observability
instrumentation.instrument()

# BUG #3 is here ? wrong endpoint scheme bad_endpoint_observability =
A3650bservabilityProvider( service_name="OutdoorGearAgent", service_version="1.0.0",
exporter_endpoint="localhost:4317" # should start with https://)

return observability, instrumentation

def run_tests(): ""'Run all tests. After fixing the 3 bugs, all tests should pass.
passed =0 failed = 0

print("="* 55) print(" Agent 365 Observability ? Bug-Fix Self-Test") print("=" * 55)

# Test 1: Provider initializes with service_name print("\nTest 1: A3650bservabilityProvider
has correct service_name...") try: provider = A3650bservabilityProvider(
service_name="OutdoorGearAgent", service_version="1.0.0",
exporter_endpoint="https://my-collector.azure.com/v1l/traces" ) assert provider.service_name
== "OutdoorGearAgent", \ f"Expected 'OutdoorGearAgent’, got {provider.service_name}"
print(" ? Passed ? service_name = OutdoorGearAgent") passed += 1 except Exception as e:
print(f" ? Failed ? {e}") failed += 1

# Test 2: Instrumentation correctly reflects service_name print("\nTest 2: Instrumentation
reports service_name: OutdoorGearAgent...") try: provider = A3650bservabilityProvider(
service_name="OutdoorGearAgent", service_version="1.0.0",
exporter_endpoint="https://my-collector.azure.com/v1/traces" ) instr =
OpenAlAgentinstrumentation(provider=provider) instr.instrument() assert instr.service_name
== "OutdoorGearAgent", \ f'Expected 'OutdoorGearAgent’, got {instr.service_name}" assert
instr.is_active, "Instrumentation should be active after .instrument()" print(" ? Passed ?
service_name correctly propagated from provider") passed += 1 except Exception as e:
print(f" ? Failed ? {e}") failed +=1

# Test 3: Endpoint validation print("\nTest 3: Exporter endpoint must start with

https://...") try: # This should FAIL (raise ConnectionRefusedError) bad =
A3650bservabilityProvider( service_name="test", service_version="1.0.0",
exporter_endpoint="localhost:4317" ) print(" ? Failed ? should have raised
ConnectionRefusedError for localhost endpoint”) failed += 1 except ConnectionRefusedError:
print(" ? Passed ? correctly rejected localhost endpoint”) passed += 1 except Exception as

e: print(f" ? Failed ? unexpected error: {e}") failed += 1

# Test 4: Full happy-path setup print("\nTest 4: Full observability setup (no bugs)...")

try: provider = A3650bservabilityProvider( service_name="OutdoorGearAgent",
service_version="1.0.0", exporter_endpoint="https://otel-collector.azure.com/vl/traces" )
instr = OpenAlAgentinstrumentation(provider=provider) instr.instrument() assert
provider.is_initialized assert instr.is_active assert instr.service_name ==
"OutdoorGearAgent" print(" ? Passed ? full setup works correctly") passed += 1 except
Exception as e: print(f" ? Failed ? {e}") failed += 1

# Summary print("\n" + "="* 55) print(f" Results: {passed} passed, {failed} failed")

print("=" * 55)

if failed == 0: print("\n? All tests passed! Your observability setup is bug-free.")

print("\nWhat you fixed:") print(" Bug #1: Added missing service_name="OutdoorGearAgent' to
A3650bservabilityProvider") print(" Bug #2: Changed provider=None to provider=observability
in OpenAlAgentinstrumentation") print(" Bug #3: Changed 'localhost:4317' to a valid



https:// endpoint") else: print(f'\n?? {failed} test(s) still failing. Keep debugging!"
print("\nHints:") print(" Bug #1: Look at what arguments A3650bservabilityProvider __init__
requires") print(" Bug #2: What should be passed to
OpenAlAgentinstrumentation(provider=...)?") print(" Bug #3: What scheme does a valid OTEL
exporter endpoint require?")

return failed ==

if _name__=="__main__": print("Running tests on BUGGY setup_observability()...")
print("(The tests test the CORRECTED behavior ? your job is to fix setup_observability)\n")
# First, demonstrate the bugs print("Current buggy setup_observability() output:") try:

obs, instr = setup_observability() print(f* observability.service_name = ‘{getattr(obs,
'service_name’, 'MISSING")}") print(f* instrumentation.service_name =
{instr.service_name}") except Exception as e: print(f" ? Error in setup_observability():

{e}")

print("\n" + "-" * 55) print("Running correctness tests (these define the target

behavior):") print("-" * 55)

run_tests()

Supporting file: outdoorgear_a365_starter.py
""" QutdoorGear Agent ? Agent 365 Starter File
Lab 046: Microsoft Agent 365 ? Enterprise Agent Governance

This file gives you a working OutdoorGear agent skeleton with 5 TODOs for integrating

Microsoft Agent 365 SDK capabilities: - TODO 1: Initialize A3650bservabilityProvider - TODO

2: Apply OpenAl auto-instrumentation - TODO 3: Implement on_teams_mention handler - TODO 4:
Connect to governed MCP tooling servers - TODO 5: Register Entra Agent ID

Run in mock mode (no Frontier access required): AGENT_365 MOCK=true python
outdoorgear_a365_starter.py

Run with real Agent 365: AGENT_365_ MOCK=false python outdoorgear_a365_starter.py "
import os import asyncio from typing import Optional

microsoft.agents.a365.0bservability.core import A3650bservabilityProvider from
microsoft.agents.a365.0bservability.extensions.openai import OpenAlAgentinstrumentation

from microsoft.agents.a365.notifications import A365NatificationHandler from
microsoft.agents.a365.tooling import A365ToolingClient from
microsoft.agents.a365.tooling.extensions.openai import OpenAlMcpRegistrationService
AGENT_365_AVAILABLE = True except ImportError: AGENT_365_ AVAILABLE = False print("?? Agent
365 SDK not installed. Running in mock mode.") print(" Install: pip install
microsoft-agents-a365-observability-core "

"microsoft-agents-a365-observability-extensions-openai "

"microsoft-agents-a365-notifications microsoft-agents-a365-tooling\n™)

openai import AsyncOpenAl from agents import Agent, Runner, function_tool
OPENAI_AGENTS_AVAILABLE = True except ImportError: OPENAI_AGENTS_AVAILABLE = False
print("?? OpenAl Agents SDK not installed.") print(" Install: pip install openai

openai-agents\n®)

os.environ.get("AGENT_365_MOCK", "true").lower() == "true" GITHUB_TOKEN =
os.environ.get("GITHUB_TOKEN", ") TENANT _ID = os.environ.get("AZURE_TENANT_ID",
"mock-tenant-id") ENTRA_AGENT_ID = os.environ.get("ENTRA_AGENT_ID", "mock-agent-id")



OTEL_ENDPOINT = os.environ.get("OTEL_ENDPOINT", "https://mock-collector.endpoint/v1/traces")

[ {"id": "PO0O1", "name": "TrailBlazer Tent 2P", "category": "tent", "price": 249.99,
"in_stock™": True}, {"id": "P002", "name": "Summit Dome 4P", "category": "tent", "price™:
549.99, "in_stock": True}, {"id": "P003", "name": "TrailBlazer Solo", "category": "tent",
"price": 299.99, "in_stock": False}, {"id": "P004", "name": "ArcticDown -20°C", "category":
"sleeping bag", "price": 389.99, "in_stock": True}, {"id": "P005", "name": "SummerLight
+5°C", "category": "sleeping bag", "price": 149.99, "in_stock": True}, {"id": "P006",

"name": "Osprey Atmos 65L", "category": "backpack"”, "price": 289.99, "in_stock": True},
{"id": "PO07", "name": "DayHiker 22L", "category": "backpack", "price": 89.99, "in_stock":
True}, |

search_products(query: str, category: Optional[str] = None) -> list: """Search OutdoorGear
products by keyword and optional category.™" results = PRODUCTS if category: results = [p
for p in results if category.lower() in p[“category"].lower()] if query: results = [p for p

in results if query.lower() in p['name"].lower() or query.lower() in p[‘category"].lower()]
return results

def get_product_details(product_id: str) -> dict: """Get full details for a specific

product by ID."" for p in PRODUCTS: if p["id"].upper() == product_id.upper(): return p
return {"error": f"Product {product_id} not found"}

def check_inventory(category: str) -> dict: """Get inventory summary for a product
category."™" items = [p for p in PRODUCTS if category.lower() in p[‘category"].lower()]
in_stock = [p for p in items if p["in_stock"]] out_of _stock = [p for p in items if not
p['in_stock"]] return { "category": category, "total": len(items), "in_stock":

len(in_stock), "out_of_stock": len(out_of_stock), "items": items }

mock with real initialization: observability = A3650bservabilityProvider(
service_name="OutdoorGearAgent", service_version="1.0.0", exporter_endpoint=OTEL_ENDPOINT )
In mock mode, we use a simple print-based tracer:

class MockObservabilityProvider: def __init__ (self, service_name: str): self.service_name =
service_name print(f'lMOCK] ObservabilityProvider initialized: {service_name}")

def start_span(self, name: str): print(f'fMOCK TRACE] ? {name}") return self

def __enter__(self): return self def __exit__(self, *args): pass

def init_observability(): """ TODO 1: Replace with real A3650bservabilityProvider
initialization."™" if MOCK_MODE or not AGENT_365_AVAILABLE: return
MockObservabilityProvider(service_name="OutdoorGearAgent")

# TODO 1: Uncomment and fill in: # return A3650bservabilityProvider( #
service_name="OutdoorGearAgent", # service_version="1.0.0", #
exporter_endpoint=OTEL_ENDPOINT # ) raise NotimplementedError("TODO 1: Initialize
A3650bservabilityProvider")

creating the observability provider, instrument the SDK so every agent run is automatically
traced: instrumentation = OpenAlAgentinstrumentation(provider=observability)
instrumentation.instrument()



def apply_instrumentation(observability provider): ""TODO 2: Replace with real
OpenAlAgentinstrumentation."™ if MOCK_MODE or not AGENT_365_AVAILABLE: print("[MOCK]
Auto-instrumentation active (mock traces only)") return

# TODO 2: Uncomment and fill in: # instrumentation =
OpenAlAgentinstrumentation(provider=observability _provider) # instrumentation.instrument()
raise NotimplementedError("TODO 2: Apply OpenAlAgentinstrumentation™)

@mentions the agent in Teams, this handler fires. Subclass A365NotificationHandler and
override on_teams_mention().

class OutdoorGearNotificationHandler: " TODO 3: When not in mock mode, inherit from
A365NotificationHandler:

class OutdoorGearNotificationHandler(A365NatificationHandler): async def
on_teams_mention(self, context): user_message = context.activity.text response = await
Runner.run(agent, input=user_message) await context.send_activity(response.final_output)
def __init__(self, agent): self.agent = agent

async def on_teams_mention(self, context=None, message: str = "): """Handle @mention in
Teams."" # In mock mode, we simulate a Teams message print(f\n[MOCK TEAMS]
@OutdoorGearAgent: {message}") # TODO 3: In real mode, get message from
context.activity.text # and use context.send_activity() to reply return f"Mock response to:
{message}"

async def on_email_received(self, context=None, subject: str =", body: str =""):

"""Handle email to agent mailbox."" print(f'\n[MOCK EMAIL] Subject: {subjectfi\nBody:
{body}") return f"Mock email response to: {subject}"

production, this grants your agent access to Mail, Calendar, Teams, etc. under IT-governed
policies defined in your Blueprint. tooling_client = A365ToolingClient(
agent_id=ENTRA_AGENT_ID, tenant_id=TENANT_ID ) mcp_servers = await
tooling_client.get_mcp_servers() registration_service = OpenAlMcpRegistrationService(agent)
for server in mcp_servers: await registration_service.register(server)

async def connect_m365_tools(agent): """ TODO 4: Connect governed MCP tools to agent." if
MOCK_MODE or not AGENT_365_AVAILABLE: print("[MOCK] M365 MCP tools connected (mock):
mail.read, calendar.readwrite, teams.message.send") return agent

# TODO 4: Uncomment and fill in: # tooling_client = A365ToolingClient( #
agent_id=ENTRA_AGENT _ID, # tenant_id=TENANT_ID # ) # mcp_servers = await
tooling_client.get_mcp_servers() # registration_service =
OpenAlMcpRegistrationService(agent) # for server in mcp_servers: # await
registration_service.register(server) raise NotimplementedError("TODO 4: Connect M365 MCP
tools")

agent's identity to the blueprint and observability traces. In real code, typically done
via environment variable ENTRA_AGENT _ID or by reading from a365.config.json at startup.
def register_agent_identity(agent_id: str = ENTRA_AGENT_ID): """ TODO 5: Register the Entra



Agent ID for this agent instance."™ if MOCK_MODE: print(f'lMOCK] Entra Agent ID
registered: {agent_id}") return agent_id

# TODO 5: In production, validate the agent_id against your tenant: # from
microsoft.agents.a365.runtime import A365Runtime # runtime =
A365Runtime(tenant_id=TENANT _ID) # runtime.set_agent_id(agent_id) # return
runtime.validate_agent_id()

print(f"'[INFO] Entra Agent ID: {agent_id}") return agent_id

async def build_agent(): ""'Build and configure the OutdoorGear Agent with Agent 365
capabilities."

print("="* 60) print(" OutdoorGear Agent ? Microsoft Agent 365 Starter") print(f* Mode:

{"? MOCK' if MOCK_MODE else '? PRODUCTION'}") print("="* 60)

# Step 1 & 2: Observability observability = init_observability()
apply_instrumentation(observability)

# Step 5: Register identity agent_id = register_agent_identity()

if not OPENAI_AGENTS_AVAILABLE: print("\n?? OpenAl Agents SDK not available ? skipping
agent creation”) print(" Install: pip install openai openai-agents") return None, None

# Build the agent with OutdoorGear tools client = AsyncOpenAl(
base_url="https://models.inference.ai.azure.com", api_key=GITHUB_TOKEN or "mock-key" ) if
GITHUB_TOKEN else None

# Define tools for the agent tools = [ function_tool(search_products),
function_tool(get_product_details), function_tool(check_inventory), ]

agent = Agent( name="OutdoorGearAgent", instructions="""You are the OutdoorGear Assistant,
an enterprise Al agent for the OutdoorGear retail chain. Help employees find products,

check inventory, and answer product questions. You are governed by Microsoft Agent 365,
which means your actions are logged, auditable, and controlled by IT policies.

Always be concise and factual. Only answer questions about OutdoorGear products.™",
tools=tools, model="gpt-40-mini" )

# Step 4: Connect M365 tools (mock in demo mode) if MOCK_MODE: print("[MOCK] M365 MCP tools
connected (mock): mail.read, calendar.readwrite, teams.message.send") else: agent = await
connect_m365_tools(agent)

# Create notification handler handler = OutdoorGearNotificationHandler(agent)

print(f\n? Agent built: {agent.name}") print(f" Entra Agent ID: {agent_id}") print(f"

Tools: {[t.name for t in tools]}") print(f* Governed MCP: mail.read, calendar.readwrite,
teams.message.send")

return agent, handler

async def run_demo(agent, handler): ""Run a mock demo simulating Teams @mentions and
direct queries."

if not agent: return

print("\n" + "="* 60) print(" Demo: Simulated Agent 365 Interactions") print("="* 60)

# Simulate a Teams @mention print("\n? Simulating Teams @mention...") await
handler.on_teams_mention( message="What tents do you have in stock under $300?")

# Simulate a direct query (would come through Runner in production) print("\n? Direct agent
query (local test)...") if GITHUB_TOKEN: result = await Runner.run( agent, input="How many
backpacks are in stock?" ) print(f"Agent response: {result.final_output}") else:

print("[SKIPPED] No GITHUB_TOKEN ? set GITHUB_TOKEN to test real queries") # Manually call
the tool to demonstrate inventory = check_inventory("backpack") print(f'MOCK ANSWER]



Backpack inventory: {inventory['in_stock']} in stock, " f*{inventory['out_of stock']} out

of stock")

# Simulate receiving an email print("\n? Simulating email to agent mailbox...") await
handler.on_email_received( subject="Inquiry: Camping Tents for Team Retreat", body="Hi, we
need 5 tents for a company retreat. What do you recommend?" )

print("\n? Demo complete!") print("\nNext steps to go to production:") print("* 1. Complete
the 5 TODOs in this file") print(" 2. Install real Agent 365 SDK packages") print(" 3. Run:
a365 config init") print(" 4. Run: a365 setup") print(" 5. Run: a365 deploy && a365
publish™)

if _name__=="_main__": async def main(): agent, handler = await build_agent() await
run_demo(agent, handler)

asyncio.run(main())



